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SUMMARY

PURPOSE: To forward to the Intelligence Oversight Board (I0B) of the President’s
Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense for
Intelligence Oversight (ATSD(10)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: Executive Order 12333 and Executive Order 12863 require
Intelligence Community agency heads and Intelligence Community General Counsels and
Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. Enclosed memorandum covers all reportable activities known
to the Inspector General and General €ounsel. Per PIOB letter of 6 August 1982, Agency heads
are responsible for reporting separately any additional reportable activities known to them,
unless the President has specifically instructed that the Board is not to be informed. Director’s
signature signifies that no other activities which require reporting are known to him.
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4 January 2002

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U) Except as previously reported to you or otherwise stated in the
enclosure, we have no reason to believe that any intelligence activities of the
National Security Agency during the quarter ending 30 September 2001 were
unlawful or contrary to Executive Order or Presidential Directive, and thus required
to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(U) The Inspector General and the General Counsel continue to exercise
oversight of Agency activities by means of inspections, surveys, training, review of
directives and guidelines, and advice and counsel. These activities and other data
requested by the Board or members of the staff of the Assistant to the Secretary of
Defense (Intelligence Oversight) are described in the enclosure.

g A ,
Buan f )70 (ylloty—
BRIAN R. MCANDREW
Actlnﬂr Inspec or General

Gege%unsel

(U) I concur in the report of the Inspector General and the General Counsel
and hereby make it our combined report. _

MICHAEL V. HAYDEN

Lieutenant General, USAF
Director, NSA/Chief, CSS

Encl:
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1. (UFOHE) Inspector General Activities

a. (U/AeY0rDuring this quarter, the Office of Inspector General (0OIG)
reviewed various reports of inadvertent violations of the Attorney General (AG)
procedures, as well as Department of Defense and internal directives, to
determine if corrective action was appmpnate e (B)(3) 2P L.

86-36

b. (U/FOEO0r An OIGteam conducted an mspectwn of the
[ | The team found thaDaS an adequate program to ensure
compliance with E.O. 12333, but recommended that the organization refresh
procedures for reporting possible intelligence oversight violations with all
personnel. The recommendation was implemented.

2. (U/ESYO) General Counsel Activities

a. (C//CONMINT)The OGC reviewed various intelligence activities of the
United States Signals Intelligence System (USSS) to determine whether they
were conducted in accordance with applicable statutes, Executive Orders,
Attorney General procedures, and Department of Defense and internal directives.
The OGC advised Agency elements on a number of questions, including the
collection and dissemination of communications of, or concerning, U.S. persons,
the reporting of possible violations of federal criminal law contained in SIGINT
product, the testing of electronic equipment, and the applicability of the Foreign
Intelligence Surveillance Act (FISA). With few exceptions, the issues presented
were routine and indicated that the operating elements understand the
restrictions on SIGINT operations.

b. FSHGONINFAIS- The OGC did not file any reports with the
Intelligence Oversight Board during the fourth quarter of FY-2001; however. a

report describing several inadvertent violations of the FISA minimization
procedures was filed -

(b)(3)-P.L. 86-36

3. (U/A0H6) SIGINT Activities

a. (SHEOMENTE)- Collection Against U.S. Persons
(1) (U/ESHO) Intentional

—SHEONMHNT) DIRNSA approval for consensual collection against
I:lpersons was granted during this quarter, while DIRNSA-approved consensual
collection againsf |U S, persons was routinely terminated during the quarter.

—('Sﬁee'M'I'I*FTﬂN'F')' The Attorney General granted authority to

collect the communications of|] |U.S. persons _t_:l_}.l_rihg"thi-s. quarter.

o) (1)
1 _ (b) (3)-P.L. 86-36
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(b). (3)-50-USC 3024 (

—(SHEOMENTA- In accordance W1th USSID 18, Sectlon 4.1.c.2, the
DIRNSA granted authority to collect information on U.S. persons who were
kidnapped a known terrorist organization m

[ This authonty was to continue pending the release of the

U.S. cifizens.
(2) (UASH6>rUnintentional
—SHEOMBENT-There werel |1nc1dents mvolvmg the use of improper

retrieval strategies against the| (5) (3)-P- L. 86]36
aw traffic files this quarter. Several of the incidents occurred in the immediate

aftermath of the 11 September terrorist attacks when rumors were rife that the rules
governing SIGINT collection were going to be suspended. The NSA General Counsel
subsequently made an Agency-wide appearance on 17 September on NSA's secure
television network to inform the workforce that the rumors were not true; he
emphasized that the rules had not been suspended or changed.

b. (UAFSH6) Dissemination of U.S. Identities
. b) (1)
(1) (U/AA6507 Intentional (b) (3)-P.L. 86-36
—(S-COMBNT) In accordance with section 7 of USSID 18, JU.S.

identities were disseminated. In the following table, parenthetical keywords denote
the justification for the dissemination of the U.S. identity. Statistics show the
number of instances when: in the “UNMASKED” column, the U.S. identity is revealed
in a serialized end product; in the “USER REQUESTED” column, a U.S. identity is
released to a user at the user’s request.

USER
JUSTIFICATION (7.2) UNMASKED REQUESTED TOTAL

7.2.c (Necessary)
7.2.c.1 (Foreign Official)

7.2.c.3 (International Narcot-
ics)
7.2.c.4 (Criminal Activity)

7.2.¢.7 (U.S. Government Offi-
cial)

TOTAL

(b) (1)
(b) (3)-P.L. 86-36
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(2) (U/F0E0¥ Unintentional

—(SHECOMINT/NT)- During the fourth quarter of 200_1_,SIGINT: o Eg{ g; oL 8636
products were canceled because they contained the identities of U.S. persons. o
. organizations, or entities. Of these,hwere' reissued with the reference to the U.S.
person obscured.

_#ib) (3)-P.L. 86-36
 oea

4. (U/A6H6)- Other Activities

(U//F0Y0r External Agency Relatlons '

<SHEOMEND)| | dunng a ws1t tol ' I

personnel from the NSA Oversight and.
Compliance organization and the Office of the General C rved an

warrant officer working on a SIGINT computer terminal

. |and| [personnel work in close
proximity 1n the office . space Where this incident was observed. SmceIZIand the

warrant officer in question are SIGINT custom_e_r___s rather than SIGINT producers,

this was recognized as a violation of USSID 18. It is NSA’s understanding that this

incident will be reported blel NSA has provided assistance and guldance

to regarding corrective measures and will continue to monitor tl-%) (3} o L. 86-36
situation. These measures include ensuring that computer work stations are (3)-50 USC 3024 (i)
secured using screen locks whenever analysts leave their stations, and that the
personnel report to a SIGINT commander, not their customer. The
personnel had been reporting to |:|commander

(U/FOY6y Since the 11 September terrorist attacks, NSA has received
a number of requests for| |support from
federal law enforcement agencies and Intelligence Community partners. To
facilitate the incoming requests and ensure integrity of the work, the SIGINT
Directorate is|

[will ensure that proper procedures
are followed when the responses are sent back to an external agency. The NSA
Office of the General Counsel (OGC) and the FBI Office of General Counsel are fully
engaged in this process, and the NSA Office of the Inspector General is conducting
a testab]e policy base review of the operatmn as 1t is being conducted.

Yb)(3)—P.L. 86-36
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