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1. (U/FFOU0OTIntelligence, counterintelligence, and intelligence-related activities

that violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations.

(U) Intelligence Activities

5 SHREETOUSATATSTEANTGBRINZE) Unintentional collection against United
States persons. | linstances in which Signals Intelligence
(SIGINT) dndlysts inadvertently collected communications to, from, or about United States
(U.8.) persons while pursuing foreign intelligence tasking were reported in 2008. Unless

otherwise noted, all intercepts and reports have been deleted or destroyed as required by United
~“States SIGINT Directive (USSID) SP0018.

---;f'(b)(1)
ib}(l‘a (U) Unauthorized Targeting (b)(3)-P.L. 86-36

(B) (3y=B. L “B6=36_ (b)(3) -50 USC 3024(i)
-(SES#S-B%«H—} A National Security AgencnyLntral bccunty Service (NSA/CSS) dnalyst tasked
the telephone numbers associated with a U.S | .
I:E|W1thout verifying that consent for collection had been given by the| Iand
approved by the Director of NSA. The selectors, on coveragcl |

were detasked. [ Jintercepts were purged from data repositories on
when the mistake was found during a target review.

TS/REC TOUSATTVETYY A software problem resulted in collection on al ]

|beg1nnmg | The software, | |
was turned off | | when the violation was rccogmzcd It
was rctumed to service| |after the problem was diagnosed, correctt,d and tested.
(b)(1) : Ail related collection was purged from the database and related dndlySlS tooi (L

(b) (3)-P.L. B86-36

(b)(3)PL 86 36 (b) (3)-50 USC 3024 (i)

AV II T |were inadvertently
targeted dunnf,l U nknown to the system testers, the
selectors were owned by a U.S] | The analysts removed the

from the query and checked the remaining selectors to avoid future testing mistakes on

] 5 - L

oy (1)
et Derived From: NSA/CSSM 1-52
{b) (3)=-50 USC 3024 (i}

Dated: 20070108
Declassity On: 20320108
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TFOP-SECRETACOMNTANOTORN ib) (1)
i(k)(3)-P.L. 86-36
in id rr |J~( 3024 (1)
f 3 1 USC _-"?8
(Bt
(b) (3)-P.L."86-36._
— (S| |prior to approved consensual collection, an NSA analyst
queried on a U.S. telephone number retroactively | The analyst
did not understand he could not search for data prior to the consensual collection authorization
date. The query and results were deleted the same day. e ISR E R
PR [ I Il’ I I ‘il P.L. B6-36
SR | Jan NSA/CSS | Imalyst targeted a foreign person in

the United ‘%tatcs wuho ut AG duth(m?ation She learned that a perstm tied to the|

| Thmkmf:, only of th‘é"urgén(,y"and"hot'"fhe target's location, the EE:%:_EL eoae

analyst queried an NSA database for information without seeking authorization to target the (o) (3)-18 vsc 798
individual. No results were returned. The incident was found by the analyst's auditor, and the
analyst was counseled and received remedial training.

SASUMNE-An oversight resulted in the continued targeting of a U.S. person after his consent
to monitoring expired. |

[ | Although the consent. cxp;rch
NSA/CSS analysts did not remove the selector from collectionuntil| - mbﬁh,’ were .. ..
[ Jresulting intercepts were purged from NSA databases. (5) (3)-15 Usc 7
<TSHSHAH) An NSA/CSS analyst tasked collection on a U.S. person before receiving AG
authorization onf | The analyst wrongly believed that authorization had been _
received. The unauthorized action resuited in the intercept of] S
.------"betweenl | All collected data was purged when the violation was (v (3)-18 UsC 798
. -discovered| fand no reports were issued on the data.
b} (2
i Ilhel |-used'tl”1’é US‘(H i:’l'ij:—l’. L. 86-36

SIGINT System to locate a| |bdawcd to be kldndppedl | The selectorsiwere-19 vsc 798
tasked before authorization was obtained from NSA. After the NSA OGC denied the '°/ 7770 V8¢ s0zatt)
authorization request, the[_____]was found. He had not been kidnapped. The responsible
analysts have received additional intelligence oversight training.

«F5HA5HANT) An NSA analyst incorrectly tasked a U.S. telephone number for collection on

[ ] He assumed that the selector was foreign because]
foreign intelligence target. This mistake was found during a review of tasked selectors on

| | The selector was detasked the same day. The analyst was paired with a senior
analyst for additional training. No collection resulted from this violation.

~CFSHSHANT) A selector for an AG-authorized target remained on collection for nine days after
the AG authorization expired on| | The selector was detasked on| I
o "[1_'-] (1)
—FOP-SECRETHCOMMNT/ANOFORN TR e
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“Fb) (1)
/ (b)(3)-P.L. 86-36
No collection occurred as a result of the process violation. A review-of all tdr‘gctcd selecto:s
related to the target confirmed they had been termmdtcd on-or before] |
£Fsushipr o vcspyesn Op[ | 0’céasi0ns between | |
analysts incorrectly entered their own information into
an NSA database for SIGINT collection and analysis. Believing that the data field required
information on the analyst who tasked the selectors, the analysts entered their| |
....... | When the mistake was identified on] | .
(10 1 [the data was removed, and the analysts réceived additional tasking trdzmng
(b)(3)-P.L. 86-36 (h’uﬂ _
, SA—F | 86-36
k USC 3024(i)
USC 798
{(TSUSTHREL-TFOHSAFVEH |an NSA analyst mistakenly
targeted | — Ibelongingtoa] [instead of the lassociated
with a foreign target.- The violation was corrected by the analyst on| fothe
- associated collection was purged from the NSA database. (b)(3)-P.L.86-36
e (b)(3)-50 USC 3024())

3)-18 USC 798
| selectors were detasked and collection was destroyn,g)( %u:n

| ""\ISA suspecled that a forclg:,n target might be a U.S. person._An analyst misunderstood the
- direction to treat the targét as a U.S. person until the target's nd retasked the

“selectors|__— | The selectors were again detasked and intercept purged from
NSA databases when thc violation was identifi ed|

—Wml |an NSA analyst improperly searched for
information on eight NSA analysts to acquire translation metrics for their performance
appraisals. | - |the violation was found by a database auditor, who provided
additional training to the analyst. The queries returned results, which were purged from (0)(1)
the NSA database | (b)@3)-P L. 86-36

(U) U.S. Person Status

,'l P.L. B&6-36

reported as auth0r1z<,d by USSID SP0018. 'I he Icmammg cmlecilon was dclctc_d from the
database for audio. |pre release transcripts. Additionally, on Eloccasions, targets
fhe | United States. Another legitimate foreign target |

|1n the United States. In all instances, the u)llect}on_ was terminated.

_(Ls#58 On[_Joccasions, iargeted] - Iwere used by persons

TOP-SECRET/COMIRTANOFORN- by (1)

3 (b)(3)-P.L. 86-36

56-36
3024 (1)
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(b) (3)-P.L. 86-36 PR e R — o (R)I3)I-E-L. 86-36
(b) (3)-50 USC 3024(1i) - ! ._,*_ . (b{(i?‘|“ usc 798
ST by
| |mdzcatcd use byl I Inl bnstances the Ebi iei—v.l.. 86-36
numbers were removed from tasking and the intercept was dr.,lctcd

|No reports were issued on the intercept.

b.... )
;b‘: ;31 e ! :
{b)(3)-1p 98
{b) {3)-5p USC 3024(1i})
<rssNT] __| NSA/CSS analysts targeted U.S. pt,rSOné(g)(;) oL 86.36
| [the analyst searched for a U.S | |m araw traffic database bccause he ( )3)
did not realize that the] Jwas owned by ! il
the analyst did not follow research procedureq ‘which rcqmred him to check| I
| - - | occurred when
another analyst }‘z_i_l__l_c_d.to-rewcwl |

|;h_| Queéries were terminated, and results were not retained. | |m istakes were found
uring the auditing and oversight functions, and the analysts were retrained on search

b)(1)
procedures. Eb)(a) P.L. 86-36

(b)(3)-50 USC 3024())

—ESHSEANY Transcription| [revealed that 4 ]
[ | was
used by a U.S | [ The transcript noted a conversation
between two U.S! “When NSA/CSS learned of the incidental CO]]LCHOI‘I
minimization procedures were applied as directed by the USSID SPOOIS
431 E8)
(bﬁ 3})-P.L. 8
(b)f3)-18 USC 798
{(b)[32)-50 USC 3024 (i)
-{-S#S-H*R-E-L—"FG—HS:&—F—‘VLF-&‘H I,--a.__v_z__ﬂicl foreign target
the United States. Tasking was terminated, and collection was purged Trom NSA databascs. No
reports were issued. {b) (1)

{(b)(3)-P.L. B&-36

TTSHSTNTY On| |0ccamom targets initially thought to be legitimate and foreign were found

to hold U.S. citizenship. | | NSA terminated targeting| lwhen the

| |relayed that the target held a U.S. passport. Collection was
purged from databases, and| _|reports were cancelled. | kelector was
not detasked when U.S. person status was. suspcctcd ‘The detasking failure resulted in| |
intercepts between| — lwhen the selectors were positively
linked to an| _ The selectors were
detasked, collection was purged | |and N?A;’CSS dndlysts were retrained on the

process for vetting inadvertent collection.

"(..b.j(S)-P.LA 86-36

o)1)
4 (b)(3)-P.L. 86-36
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—FOP-SECRETHCOMBNTANOFORN— 7 (D)Q)-P.L.86-36
e (b)(3)-18 USC 798

(b)(3)-50 USC 3024(i)

—(FSHSHA | during an|

NSA analysts collected| Jcommunications from a target in the
United States. The analysts failed to confirm the target's location
prior to the collection. The messages were clclcted| ___|when the error was
identified.

“o)(1)

(U) Poorly Constructed Database Quenes (b)(?’)’P'L' 86-36

<SHSHREL> There were Dlnbtdl'lCCS ofummentmnal (,ollcctlon caused by poorly constructed
database queries. All results were deleted from thequtora e system. Addtionally, NSA
analysts 1mp10per!y queri ied selectors in NSA databases oanoccas:ons durmg y 2008.

_{.ESLLS#J-P-E-I:—TQ-&STH,—H‘E-Y—)-OH [of the[ Joccasions, NSA analysts falled to.verify that

targets were located outside the United States before conducting database queries. Ti fthe

Dgnstdnccq the oversights resulted in metadata collection. No data was retrieved. All queries
(b)(1) were terminated and when collection occurred, the data was deleted. No reports were issued.
(b)(S)-"F’..L 86-36

(SHSTREETOHSATYES During an| |audit of database queries, an auditor

found that a junior analyst quened the] jofa U.S.
person| | the analyst queried the

| [a foreign intelligence target. She had not considered the
possibility that the |a U.S. person. No collection resulted from the query.

The analyst received additional training on mfclhgence oversight- authorltleb from her audl lor

S P A—FVEY lan NSA databasc audltor found that an

“analyst queried| S I (g)(;) P.L. 86-36
e [Fhe queries and results were ddutcd and the analyst enrolled in gbggiﬁ-ﬂé USC- 798

(b} ( 1)  Tofresher training. (b)(3)-50 USG 3024(i)
(b)(3)- P L 86 36

5 On pccasions during training courses or research, NSA analysts queried the
| T |of other analysts. In both cases, no results were returned. The analysts
were mstructod on proper query construction.

) | an NS A mistakenly

included the e-mail address of] fin-a query list of targeted addresses. The (b)(1)

, e e mig : . (b)(3)-P.L. 86-36
| analyst noticed h1|_, mistake the same day, and the query was terminated with no results on (b)(3)-50 USC 3024(i)

(U) Detasking Delays

-(-I-S#S-H-;‘RE-b)l | an NSA analyst learned that a targeted 10reuon e
account] !
accomplished until |
analyst did not read the status report contammg the dctdskmg request. “There was no co!!cctlon
between)| |

“b)(1)
(b)(3)-P.L. 86-36
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—F(—P—&Eb&ﬁ%ﬁ@tﬁﬁwﬁ@w (b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

—ESSTREETFOTSATYE X Not all of the St,lcctors attributed to a target were] |
J_ Iwhen NSA analysts|
|_|thc United States. Target activity in the United State

Selectors were removed trom oo]lec,tum systems| | andl_ltelenhongl

calls were deleted|

SHSHAE | an NSA andlyst removed seiéddrs of

Icorrected on| = |when thc error was 1dmt1ﬁed "There jyaq no uéllfzctio'_ :imm i Eb) (3)-P.L. 86-36

~FHSHREEFOUSATTYEY)| the United States
(ml:l'sclééibrs attributed to a target were detasked| | however,

one collection site did not detas e-mail selectors. The intercept associated with the

| visit to the United States was purged from NSA databases on

~SHSHREEFO AT |a target initially thought to be legitimate and
foreign was found to be a U.S. citizen. Although queries were terminated and selectors were
detasked, collection was not purged from NSA databases in a timely manner. Purging took..

place 11 days after the selector was detasked, when the analyst retumcd from sick: leave. %Eg-PL 86-36

al i

~FSHSHAREFO-HS AR fan NSA dndly'it found |se1e<.mrq that
should have been detasked when NSA Tearned the target was a U.S. person. When the tar get's

U.S. ierson status was dmcovered in car] by 2008 the telephone %clcctors were dctasked but the

database. (b)(‘1) (b)(3) 50 USC 3024(i)
o ®)3)- PL 8636
; )| |dur1n g routine’ ovcrs1ght an NSA database auditor found
i ilelepﬁ{mc selectors] in the United Stdte::. from]| IAccording
to the analyst responsible for the query,[ _
This process violation resulted in collection. '?ﬂhc selectors were removed from the query(bam
collection was deleted onl : (b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(j)

- —FVE |a review of | found

that selectors foif __foreign intelligence targets were not detasked| |

[ The selectors were detasked and collection '

between | fvas purg,cd from NSA databases onl

(FSH7SHRT) A valid foreign target traveled to thc United States an |
| [before the assouated sclcctor was detasked. A detaskine request was Submltted

: o visit to the ©

United States. The detasking did not occur untill _Tafter the target rétr

overseas. This violation was caused by for detasking. To lessen thie ™ (p)(1)

risk of future violations of this type, analysts are now required to "~ (b)(3)-P.L. 86-36

6
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—TOP SECREFHEOMINTANOFORN . (b))
- (b)(3)-P.L. 86-36

| | Coltection assq;_:_ia_tcd-with"tﬁ'i'é violation was purged from NSA
databases| —

ﬁS"‘?‘S‘I?’?"R‘ETTl‘@'&%&—WF-‘r‘} On two occasions, collection occurred while valid foreign targets

were in the United States. In the first instance, detasking was requested | |

| but the selectors were not removed from
| All related collection was purged from NSA

databases. The second instance occurred onl | Selectors were deactivated from

| when the targell [the United States, but collection

occurred before| Hetasked the sclcuors Thc intercepts were purgcd from an
©)1y ~ NSA database as they were identified between] ™ - -] No reporting

(b)(3)-P.L. 86-3@esulted from either violation.

: o
(b)(3)-50 USC 3024(i) s . (b)(3)-P.L. 86-36
FS7STTREDN " Jan NSA analvst learned thatlZlforct gn targets were
the bmtcd Statﬂsl - |targeted e-mail selectors were detasked,
| and collection for that day was purged from an
NSA database. When confirming the detasking | |the analyst found
that the selectors had not been removed from | The
cause of the problem was software-related. The selectors were] |
[ [ No collection resulted ~|had no'l_ been
conducted from] § — o 1) R ..
(b)(3)-P.L.86-36. . (0)(3)-P.L. 86-36 - (b)(1)
(U!?"Feﬁﬁj Destructlon Delays. Ianl;mtances NSA analysts were not timely in (b)(3)-P.L. 86-36
removing SIGINT collection from NSA databases. (b)(3)-50 USC 3024(i)

w):linddvcrtem interccpts collected 0n|:| were purged from one
database, but the analyst forgot to purge the data from a second database. The NSA analysis and
production staff found the oversight on:Iat which time the collection was deleted.

The analyst reviewed the procedures for purging collection to lessen the p(}SSlblhty of a
recurrence of a retention violation.

o)1)

o . ()@)P.L 8636
(TS7STINFY OnD occasions, NSAKCS§ d.nd!yets did not purgo umntentlonal coi]ectwn Lrom

NSA databases in a timely manner. | _ - S r for a legitimate

foreign target was detasked on T the Unlted States.

Collection was not removed froml Idata rcpos:lorica unti l|

|the selector for a different target was
detasked on| Ibut collectl(m was not purged from the:hatabdsus until

—SASHRELTFO-ESATFYEY Human error caused a delay in deleting one transcript

from an NSA database. lan NQA analyst submitted a purge request with

the intent of deleting collection from| 1 He mistakenly believed that the request
would effect purging |w.as::__c_ieleled 1‘r0m

when the mistake was found.

(b) M
(b)(3)-P.L. 86-36
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(U/FeE6y Unintentional dissemination of U.S. identi’ties e b))
o (b)(3)-P.L. 86-36

—SHSTREETOHSATS During 2008, -SIGINT products were cancelled because they
contained the identities of U.S. persons, organizations, or entities. In all instances, the reports
were either not reisstied or were reissued with proper minimization. Additionally there were

instances in which SIGINT analysts disseminated communications to, from, or about U.S.
persons while pursuing foreign intelligence taskmb All data have been deleted or destroycd as

required by USSID SP0018. : (b)(1)
(b)(3)-P.L. 86-36
p |—fb)(9)—1-6-tJSC 798
FS??‘SWNGFGR—N—H Ian NSA, CSS ileld site leamed fmm garcoy o rSC 3024(i)
| [ hfas___l_ns‘_[rucled to destroy the
files. Destruction was confirmed on | T
| o))
LS4 [information about a U.S. person was postcd on INTELINK, whicﬁ))(3) -P.L. 86-36
is a classified and highly secure intranet used by the U.S. In :¢ Community. A graphic
containing a U.S. address was posted from ‘when the mistake was
1dentified and corrected.
o )
(b)(3)-P.L. 86-36
|(iur"mg a review of intercept | |, an (p)(3)-50 USC 3024(i)
'\JSA;’C‘SS dna!yst discovered that the] [tom a  Togitimate Toreig gn target
[in the United States from[_______— | Thd was notified and

( :dCSlroyed the five intercepts for the timeframe the target was in the United States.
(b)(3)-P.L. 86- <l I

@S#—REL—'PQ—U-SA—F—V—HL} LT an N‘%AXCSS dnalyst included unminimized
SIGINT in the form of a|_ o |t0 3 = (b)(;) P L 86.36
customer. When this USSID SP0018 v;olatlon was discovered] (3)-

(3)-18 USC 798
the analyst and thc customer destroyed the files. M1n1m17cd data was thcn forwarded to (b)(gg 50 USC 3024

. 3 ; 2 | an NSA/CSS analyst| |
o | When the error was found the same day, the
| [vas destroyed. AT i development were reviewed for U.S. person
information, and the analysts received remedial training.
“SHSHREL) khe name of a U.S. organization mvolvcd w1th thc R
e [was inchuded in a tip tof o b)(1

: -P.L. 86-36
[without a finding that the U.S. 1dcnt1ty was necessary to Eg;gg_?al‘u SC 798

understand the foreign intelligence or assess its importance. The tip was recalled and the (b)(3)-50 USC 3024

.(-6)(1) recipients destroyed their copies.
(b)(3)- P L. 86- 36
= Lan NSA analvst included information from SIGINT abouta
| ina facsimile to ()

b)(3)-P.L. 86-36
I I aithough Wlthll’] 1\SA the F‘s not Eb;&;;_‘]g USC 798
part of the SIGINT production chain. Additionally, the same unminimizéd and unevalu&tf,d g
traffic was forwarded to a lassigned to (b)(3)-P.L. 86-36
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NSA. T hc|:|was not authorized to receive uﬁih1m”fii17(:'&"éndmﬁ'hcﬁﬁmﬂdté&'SIGINT. (0)3)-P.L. 88
in both instances, the disseminated data was destroyed onl

—ASEANET Before obtaining U.S. identity release onf | an NSA analyst
c-mailed a briefing that included identities of a U.S| fand US| L lto ﬂﬁ

fater that month.. On|
when The analyst recognized the mistake, she directed destruction of the brief by the

as she applied for an identity release]
e-mailed briefing to destroy.

had no record of the
(b)(1)
- (b)(3)-P.L. 86-36
|the name of a U.S. person was included
1n|:|c mall tlps to clement% inside and outside the SIGINT Production Chain. The violation

was recognized the same day. The e-mails were recalled and a destruction not1ﬁmt10n was
forwarded to all addressees.

—FSHSHRELFO-HSA—FvEA] lan NSA analvst included |U S

person|

[analysts._ The NSA analyst forwarded| 1))
oo, (0)(3)-P.L. 86-36

(b)(3)-18 USC 798
[the analysl notlccd that he had not mlmmued the U.S. identifiers. He (p)(3)-50 USC 3024(i)
directed and confirmed the destruction of the charts by| —_— o |

(U) Foreign Intelligence Surveillance Act (FISA). A_cti_v_ities i EE;E;;_P'L_ as
—<TSTSTANEY NSA incurred violations on Dféfé'i'gh Intelligence Surveillance Court

(FISC)-authorized targets in 2008. All collection has been terminated, and all intercepts
have been deleted or destroyed as required by USSID SP0018.

—HSHSHANT procedural Droblems oc,curredl I P)(3)-P.L. 86-36
_—fforwarded FISA data to unauthorized NSA|
he recem ng analy‘qts immediately deleted the data and educated | |
‘ I o1
(b)(3}-P.L. 86-36
(b)(3}-18 UsC 798
(b)(3}-50 USC 3024(j)
“531) NSA retained

data longer than the retention period authorized by a FISC Order.
Unaware that the retention period was a condition of the docket and not a technical limitation of

the data management device, dataflow managers kept the data longer than the 30- -day retention
limitation set by the court. The data was sequestered on| and the court was
notified. The FISC revised the order to match the natural retention periods of NSA systems.

)(1)
(b)(3)-P.L. 8636 b))
(b)(3)-50 USC 3024(i) (b)(3)-P.L. 86-36
TOP SECRET/TCOMINTNOTFORN
9
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CRTTC - (b)(3)-P.L. 86-36

(TSHSTANFY Additionally)| | there werelZl incidents in

which the targeting of foreign telephone numbers overseas resulted in collection of calls that
originated from| |

[ When the
call origination location was identified on those days, the intercept was deleted from the

database. No reports were issued. (b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024 (j)

—(TsusHaRy lan NSA analyst retained an inadvertently acquired
communication of a U.S. official while targeting a FISC- author:zed telephone number.
The U.S. person had been called from the targeted numberl o j
The transcript and associated voice intercept were deleted from thc Jatabase and lhe ddtd

management system on| [when the v1oldtum W'éi'é"'re(,dgfuzcd _ (b)(1)
(b)(3)-P.L. 86-36

£ fan NSA team leadcr discovered-that a tdl get I
in the United States | _ 1. The)(1)
query and resulting collection was dcictcd the same day. e (b)(3)-P.L. 86-36
e (b)(3)-50 USC 3024(i)
—rsHsHay] | an NSAICSS field analyst tlpped mfonnatlon on| |

intercepts to other SIGINT andi\ sts using a-communication tool that ws
dissemination tool for{ - Iddtd because it does not have
When the problem was recognized on | |the data was deleted.
Although not a violation of the FISA and related authorities, the practice does not provide
an audit trail of U.S. ielbon information passed to others within the SIGINT production chain.

The pr()cess fOI‘ USin y Was- alneﬂdcq ........................ ........... . B . —| g (b)(1)

(b)(3)-P.L. 86-36

—FSHSHAND) |an NSA/CSS anatyst dlSCOVCI‘Cd a FIGC duthOl ized sel ector SE))
lassomated with a foreign| = ?)r;  DEPL 830
. (3) -50 USC 3024(i)
to the FISC order, detasking | I | Howcvcr a problem with the
collection system| brevented the execution of the action. When the s stgl_p_
problem was rectified or1| p review of target selectors was conducted. (D)

additional selectors affected by the system problem were removed from tasking. (b)(3)-P.L. 86-36

—=AS5HANE) The identity of a U.S. person was not masked 0n| |whcn afileon a

FISC-authorized target] [analyst recognized the
oversight, deleted the file and notified NSA. The NSA/CSS analysts dssomated w1th the- (1
violation were retrained on FISA minimization. (b)(1)

(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024())
—{TS/7ST/NF) an NSA analyst’ Jearned thdt a telephone number had not been

becaiise of a typing error. This mistake resulted in the collection of I:l
Ifrom the United States between| | Once identified,
the typing error was corrected, and thelZl mlercepts were deleted from the NSA database on

oo
, e e (b)(3)-P.L. 86-36

10
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TOP SECRET//TCOMINT//ROFORN (b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

—(qlsaecs%e-r—)l

—CFSHASTHANE of[__telephone selectors that (1)

had not been vetted as| Although authorized to query (b) (3)-P.L. 86-36
telephone business records data directly, analvsts | I |

| [ The FISA business

records queries require reasonable suspicion determination. This misperception was corrected

through instruction. Search results were not retained by the analysts, and no reports were issued.
This mistake has resulted in increased internal controlg]

L. 86-36

—— OTSToU USC 3024(i)
—FSH#SHAH Y Human error resulted in the targeting of |:|x, mail sel cctorsl 1
| | Although the selectors were removed| - [
| | |‘\ISA analysts did not annolate that the selectors were
terminated| R Consequcntly, thelleclectors remained activel
| | All collection related to the targets was destroyed, and no reports were 1ssued.

'(TS‘/?’S‘I‘I’?T‘I’F)‘AH(}thcr human error resulted in the tar;:,etmg 0f|:| e-mail selectors from

[ L Althoush the selectors were removed from
A | [ NSA nalysts did not annotate that the
selectors were terminated| Consequently, thcl: selectors; _
remained active All collection related to the targets was Lestroyed and
“no reports were 1ssued. I (1)
""--;-'.._;_::__;,f;_____ _ (b)(3)-P.L. 86-36

[an NSA analyst e-mailed FISA-authorized
~Jwho was not authorized to receive the FISA data. U.S. person

information was not included in the e-mail; The NSA analyst, who misunderstood information
sharing policy, confirmed the destruction of the data by thci on|

.'Collc_ction data to

“Hby (1)

(U/FEH6y Business Record FISA (BRFISA) Bl s e
—SFSHSHREEFOHSATYRR] | an NSA andlyst accessed BRFISA data for
| [without authonzatmn The v101at10r1 occurred because the analyst
| | The analyst

updated the navigation software on| |and other analysts were reminded to

update their software. No data was retained, and no reports were issued.

SHSt S7A; |passed a mistyped phone number
to an NSA analyst| [Fhe one digit change resulted in the targeting of an|
number in BRFISA data from| _ | aAn related call
| bl (1)
(b)Y (3)-P.L. 86-36

[UP SECRET/7TCOMINT/NOTFORN
11
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(b)(3)-18 USC

- 798
PSR O TR . e fm e mee e
o) W " Nox () (3)=-50 USC 3024

chaining results weiéﬂp.ﬁrged on| L ..|_a_nd| |
I ...... e (b‘.l '{ .l.‘.l

(b) (3)-P.L. 86-36

TTSHSTANTY [ an NSA analyst improperly accessed BRFISA data for a
U.S. telephone number. Although the number was associated with a foreign target, it had not
been approved for call chaining in the BRFISA data. The analyst did not know that approval

must be sought for BRF IW%I:I call Lhdmmg No data was retained, and no reports were

{b) (1)
issued. e T BIAL) {(b) (3)-P.L. 86-36

. (b} (3 } Pl Hr—.r. (b) (3)-50 |J\r 3024(1)
Wﬁe Protect Amerlca Act of 2007 (PAA). There were] JPAA incidents in
2008 f'the incidents, e-mail addrcsses|

|b{,10ngmg to legitimate foreign targets, whose foreignness was confirmed
al tasking, were active in the United Stateq (b) (3)-P.L. 86-36

O ocgamons NSA dnalysts tqucd e-mail ea,lectors
thdt had been 1n(_0rrcctly typed. Tasked| = (bB)(1)
and no collection resulted. The selectors were removed when the. mlstakes were rec%m?cd (b)(3)-P.L. 86-36
on| [-an NSA-anal yst ledmcd that he had tasked
a target’s old e-mail address on| [ There was no collection on that selector,
and it was removed from tasking on | o -~

FSHSYREETOHSATFYEY] |an e-mail selector that did not belong to the
intended target was tasked because of a typing error. The location of the tasked e-mail address is

not known. No collection occurred from) |when the
mistake was identified. e R . 86-36
e - (B (3)-50 USC 3024 (i)
—(-1-57‘7‘5'!7’7‘?%];-) Human error led to tl’ e targeting of an nszldual while he was in the United States
_Although the target selectors werel ] |
Kuring the v191t I |
ntercepts were deleted from the database and data management system when the violation was
A 1d:eht1f" ed on] | No reporting resulted from the collection.

S 'LZ'('"FS#S-HﬁiF-)-Colieclmn contmued durmg a target’s visit to the United States because of a file
1 ~]problem. Although the selector was | |
fhe United States on]| || F

[[ ™ Tintercepts collected| [were purged from the database when they

were identified onl | System checks have been implemented to prevent the problem
from recurring. . (1)
., (b)(3)-P.L. 86-36

— o . (b)(3)-18 USC 798
—(—'PS#S-WR—E-E—'[—Q—H-SA—F—\LE%LH e, | a translation mistake resulted in collcch%% -.._)

on a target while he was in the United States |

The violation was recognized on| | The resulting ] intercepts were deleted from
the database and the voice hlanagcment_ system on | | The
selector was also removed |the same day.

To) (1)

{b)(3})-P.L. x,—‘x,
(b} (3)=50 USC 3024 (i)

TEERET/COMY | j(g)(’j%)PL 86-36
12 (b)3)-P.L. 86-
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—FOPSECRET/COMINTANOFORN- © (D)(3)-18 USC 798
e ; (b)(3)-50 USC 3024(i)
—FSHSHANEY A targeted e-mail selector] |thc United States|_ ]
| | The analyst wron gl vy assumed the target was located

outside the United States. |

|The selecfbs' was
detasked Onl I No-collection occurred. B

(b)(1)
(b)(3)-P.L. 86-36

—ASHSHANT) ODoccasmns NSA;CSS dndlysts d]d not purge PAA- reiatcd collcctlon from
NSA databases in a timely manner. | Ian ¢-mail selector of a legitimate foreign
target was detasked because] e ] Although the database _
purging began| k:Olle(f[iOﬂ From the _— ldatabases was not removed until

| another target selector was detasked. but the purging of four

databases was not completed until| | Lasily, h target selector was

detasked, but the data was not completely purged from the| |databases until|:|

—CFSHSHAEY

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798

o)
—(TS#S!ﬁd-F—)—NSA failed to remove a tdrgct selector from’ taskmg_ Wh€n| =
 —— —— 1 o

Research revealed ‘that| [the Unltcd(b)gg TBLUg%ST%B
States on “The selector was detasked onf | No collection occurr%fjg('s) 50 USC 3024())

—ESHSHREETOUSATTYET During a tasking record review, NSA learned tha__ Jtargeted
selectors had been tasked under the wrong PAA authority. This due diligence measure found

that analysts had mistakenly selected PAA Certification instead of]| | Thel |
errors occurred from | [ with no resultl ng collection. The
occurred- from| | The associated 1nter(,cpt was -pur; ocd from
()
(b)(3)-P.L. 86-36

~FSHSHREE PO SAFYE A selector was tasked onf land detasked the same

day when the analyst recognized that the target location research had not been completed

[ I O16))

3)-P L. 86-36
| | No "0“6@’2’5) 50 USC 3024(i)
occurred.

NSA databases on | R

TS7SHANP) NSA failed to detask an AG-authorized selector from PAA collection when the
FISA Amendments Act (FAA) was signed on 12 July 2008. An NSA analyst reviewing tasking
files discovered the oversight Q_nl | The telephone number was detasked the
same day. No collection occurred between|

[NSA analysts learned that an e-mail address did not belong
to the mtcndcd targ,et lhc| |f01Wdrdt,d a mistyped e-mail address that was tasked under PAA

(b) (1 )
(b)(3)-P.L. 86-36
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Certification The e-mail selector was detasked, and resulting
collection was purged from NSA databases| | _

—RSHSEANE) [NSA analysts learned that a target's e—fna.g'l selector

[ The selector
was detasked)| |and collection was purged from NSA ddtabascsD
I | =

':;::‘,(

b)(1)

7 (b)(3)-P.L. 86-36
~FSUSHRELFOBSA A During a tasking record review on| | NSA
analysts learned that a targeted selector had been tasked under the wrong authorm, "I“his -
due diligence found that the analyst mistakcnly selected FAA| P T "))
Certification instead of the FAA| - ' |Certification. No collection oceurred ggg;zgol_ug%iﬁnz 40)
between| [when the selectors were tasked and| [when the

selector was detasked, and no reports were issued.

—S#S3tTrUpdate. In the NSA/CSS report ending 31 December 2007, NSA reported one
instance in which a valid target was incorrectly tasked fror_n'

Further analysis of the incident revealed that the target’s location outside the United States was

verified according to approved procedures at thc time of tasking, and there was no change in tl

target’s location |

l.. .......... ( b)(1)

(b)(s) T
ATSHSIREL-FO-HSATYEY) The FISA Amendments Act ‘There were: DI “AA incidents
in 2008.
= | an NSA analyst forwarded FAA data to

recipients who were not cleared for FAA. The analyst intended to send the e-mail to cleared
| lanalysts but selected an e-mail alias with a

broadet audience. The e-mail was recalled and destroyed onf |
—FoHsANEY [
)
)-P.L. 86-36
)-18 USC 798
)-50 USC 3024(i)
_ _....\;}(;)PL e
—(FSHSHREEFOUSATTYEYT During a tasking record review onl |NSA ©)E)-

analysts learned thatlZl targeted selectors had been tasked under the w mnfl authority. This due

diligence found that the analyst mistakenly selected PAA Certification

(b)(1)

instead of the FAA

(b)(3)-P.L. 86-36

—TOPSECRET/7COMINT//NOFORN (b)(3)-50 USC
14

3024(i)
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()
(B)(1) e e A e L (b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 e (b)(3)-18 USC 798
(0)(3)-50 USC 3024(i) L (b)(3)-50 USC 3024(i)
| |Certification. No collection occurred betwcml |when the
selectors were tasked and| |when thc correct authorization was abmgu,d

'_NSA".’_anal_ysts leamcd thata target's e-mail sclecfnr

| [Gut his selector was missed when other selectors were detasked. The

selector was detasked| ind collection was purged from NSA databases on

I e ) (1)
© o (b)(3)-P.L. 86-36

LSASHINE A valid foreign FAA target tmvclcd 1o the Unijted S‘rafm 'mdl IJ

| The dnalyst bubm:tted a dutasklng request
[but the detasking did not take effect| | NSA databases
were purged of collection on| |

—5HSHANTY A target selector was not detasked during a target's| Jvisit
to the United States. | an NSA analyst rcquested detasking of the

target's e-mail selector on] | The sel ector was te |
| [ but the analyst I‘CSpOl’lblblC for IJ_—mmldemqkmg prou_ss

inadvertently omitted the request]
()]G | Rcsultmg, collection was purged from NSA databases. N6 rcporim;b occurr ed

(b)(1)

(b)(3)-P. L 86- (b)(3) P.L. 86-36

(b)(3)-50 USC

; —F& - Actarget with U.S. andl Icﬂmenqhip was mcorrectiy
tasked under the FA_A| |Cemf“ cation] - | in
violation of FAA Section 702. A U.S. person may not be tasked under the| |

| I:lCcmﬁCdtion The NSA analyst did not notice the target's dual citizenship |

when the e-mail selector was taskcd Rebuitmg collection was purged from
NSA databases |

oyy _._l
(b)(3) PL 8636 -
= '(TS#S‘I?‘WF)I |an FAA auil}ouzed tar gu,t was using an e-mail addreysIZI
T Collection was purged fr0m|:g|\ISA databases on

' |but a software processing error prevented the deletion of the data from
| The problem was 1901atcd| and the data was purged from the
| To ensure no other purging requests were affected. the
system administrators re-processed all purging requests dating back to|

| A software processing error prevented the deletion of the datal I

—(—"PS#S-I#H-F—)-I |an FAA-tasked e-mail account associated with an
[ |from the United States. The selector was not detasked '
until | [because of a database software problem, which was corrected on
{ | The target selector to be dctasked was in the proccssmg, backlog. Related
collection was purged from NSA databases[ - - | No feportln{b
occurred. _ _
(b)(1) (b)(1)
(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36

(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)
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TOT SEEILJL’EEI“LITifiaISiti ) (1)
e (b) (3)-P.L. 86-36
(b} (3)-50 USC 3024 (1)
TIS/STREEFOTSATVEYY NSA analysts learned on|
|the United States|

|.that a target selector

I

was notl
[ [an NSA analyst requested detasking of the target's
| The analyst submitted the detasking request, but failed to
notity the detasking office of] _ _ _ _ |
| Resulting collection was purged from the NSA databases on

o) (1)
() (3)-P.L. 86-36

| | No reporting occurred.

SN |an ¢-mail selector was tasked for collection under the FAA
| [Certificate, although the target did not meet the FAA tasking standards. The.
error was identified on| |"a'n:d'-tht_;_;sel ector was detasked on | |
The tasking process has been changed to reduce the risk of future mistakes.- Applicable selectors
DY (1)

I ‘No collection or reporting occurrcd.___ e R L 86-36
- - {(bri3)-50 USC 3024(1i})

are n0w|

Teytl)
(b} {3)-P I 86-36
: : -or resulte

din collection of a-targct while he was in the

” United States frofii

- [-The second error occurred when a | fanalyst used an
| The list noted the target as outside the United States.

outdated target list|
| T | All related collection was
purged from NSA databases on| | [
- "".TJ:H”“H%mAHJ:%”WHM. N_, _- Eb%fﬁi—P.h. 86-36
TSHSHAR] — Jan'NSAanalyst
[ e United States, but failed to remove th [tasking for the target's "

[when the oversight -

e-mail selector. The process failure was corrected on |
was identified. Collection was purged from NSA databases on|

XTS7STREE TOUSATTVEYT Human error caused a three-day detasking delay, which resulted
in collection while the target| the United States. The request to terminate
] but was not completed until

the FAA-authorized collection was submitted on|
} The analyst left on Friday and did not return until Monday, at which time

the selector was detasked, and the resulting collection was purged from a NSA database on
} No reporting occurred on the unauthorized collection.

Iib][l]
(b)(3)-P.L. 86-36

16



DOCID: 4165173

FSASHRE-FOHSAFYETComputer Network Exploitation. |
o | (1)
—_—_— ()(3)-P.L. 86-36
LEsHstAeT]
—FSHSHREETFOOSATVED) R
FSHEHRE O TSATTVEY)] (b))
(b)(3)-P.L. 86-36

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)




DOCID: 4165173

(U) Counterintelligence Activities
(U) Nothing to report.
TS (1)
(b}{3)-P.L. 86-36

(U) lntelllgence-related Actw:ties (£} (31750 USC 3024 (1)

(TS7STREL TO USA, FVEYJ ¥ rom| — 1.
| was inappropriately forwarded t0| —_T NSA] ]
analysts ailed to follow NSA policy and guidance for dissemination of SIGINT

technical information and sent the data to the non-SIGINT analysts. The' recipients destroyed the
data on| —

2. (U/FF6Y6) NSA OIG Intelligence Oversnght Inspectlons, Investlgatlons and
Special Studies. (b)(1)

(U) Intelligence Oversight Inspections (®)@)-P.L. 86-36

(U//FOT0) During 2008, the Office of Inspector General (OIG) reviewed various intelligence
NSA/CSS activities to determine whether they were conducted in accordance with applicable
statutes, Executive Orders, AG procedures, and Department of Defense and internal directives.
With few exceptions, the problems uncovered were routine and showed that operating elements
understand the restrictions on NSA/CSS activities. The NSA/CSS Inspector General will track
corrective actions through implementation.

(U/FOU0) NSA/CSS Hawaii. No questionable intelligence activities were discovered
incident to the inspection. A survey of the workforce within and outside SIGINT operations
revealed a general lack of understanding of SIGINT collection, minimization, and dissemination,
but a good grasp of the restrictions related to data repository searches. The inspection found
non-compliance in the completion of initial and annual refresher intelligence oversight training.
The database to track training for those with access to SIGINT databases and their auditors was
not accurate. Annual refresher training was 69.5 percent complete. A highlight of the inspection

was thel [database and Standard Operating Procedure (SOP) developed by
|section. The SOP has reduced the detdsmng time
from I Iand has helpcd prevent collection-violationg; s {b) (1)

(b} ({3)-P.L. 86-36
(U//Fee3 NSA/CSS Colorado. No questionable intelligence activities were discovered
incident to the inspection. A survey of the workforce within and outside SIGINT operations
revealed a good understanding of intelligence oversight authorities. Mission Operations
employees displayed a good understanding of the intelligence oversight authorities in relation
to collection, minimization, and dissemination. Although frequent intelligence oversight
training is being accomplished, internal controls for oversight are lacking. The inspection found
non-compliance in the completion of initial and annual refresher intelligence oversight training
within the mandated timeframe, and non-compliance of intelligence oversight training for
reservists and deployed employees. NSA/CSS Colorado lacked a process to track training for
employees with access to NSA databases and had no processes to update the data.
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" (b)(3)-P.L. 86-36

(U/FOT0) "No questionable mtclhgen(,c dCthltlLb
were discovered incident to the inspection. Despite a 98 percent intelligence oversi ight training
compliance rate, the results of a workforce survey were mixed. Weakness was shown in key
subjects such as the definition of a U.S. person and the handling of unminimized and
unevaluated SIGINT. The inspection found that intelligence oversight roles and responsibilities

were not clearly defined and intelligence oversight processes and procedures were not developed
and documented.

(U//FOTT) “No questionable mtellig,cnce __(b)(?’) "P.L.86-3¢

activities were discovered incident to the inspection. Overall, there is generally a good
understanding of the intelligence oversight authorities. A joint inspection found that the
would benefit from documented and communicated processes. The focus of the
intelligence oversight program has been E.O. 12333 training, but not local incident handling
procedures. Intelligence oversight training for newcomers is at an 86 percent compliance rate,
and over 99 percent for annual E.O. 12333 refresher training. Although collectors, analysts, and
supervisors are aware of the restrictions on the collection, analysis, and dissemination of U.S.
person information, local incident reporting standards and internal controls to track newcomer
training and the use of sensitive NSA databases are needed.

“b)(3)-P.L. 86-36

(U/rFoH0) NSA Office ofl |'N'0' questionable intelligence activities were
discovered incident to the inspection. A survey of the workforce within the office revealed that
the analysts generally know who to contact with intelligence oversight questions. The
organization had an intelligence oversight training compliance rate of over 93 percent. The
inspection found that the intelligence oversight within NSA's Office off |is
appropriately managed and compliant with standing regulations.

o) (1)
- - i () (3)-P.L. 86-36
(U) Intelligence Oversight Special Study 0o} ()21 8636

SR oS AR NSA |
- On 26 September 2008, the NSA/CSS OIG completed a special study of'the

NSA

The objectives of the review were to identify authorities for the handling of data 1n|:| and

to determine whether pohuus and procedures are in place and followed to ensure compliance
with those authorities. We also reviewed system security practlces related to |__5| information
systems. We found that' lhe:lls not in compliance with the NSA Assocrafe Directorate for
Security and Counterintelligence policies and procedures in three instances. Specifically, the
I:rld(,k‘; an oversight board; required quarterly meetings. with the NSA OGC do not oceur;
and executive reviews have not been conducted. The study also found that three auditin
practices do not follow internal control standards; there are no procedures for au(iltmg,l_;g_ﬂj_l

hucnes and {)ver51ghl Qi| system security is lacking
NSA/CSS OIG will track corre

ive actlon thmué,h completlon N

86-36
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(U) Intelligence Oversight Investigation

<SFSTREETOUSATTVEY Alleged Unauthorized Disclosure of Classified
Information and Misuse of the United States SIGINT System. The NSA/CSS OIG
reported alleged unauthorized disclosure of classified information and misuse of the United
States SIGINT System last quarter. In May 2008, a Navy Cryptologist met with an uncleared
Navy Family Readiness social worker and disclosed that he had used the SIGINT system to
target his ex-wife and other family members. An OIG inquiry found no evidence to support the
sailor's claim.

H"} (1)

K 86-36
3. (U) Substantive Intelligence Oversight Program Changes. Ebii i—'. “lac 30411

~SHSHANTY Practicing due diligence, NSA has improved internal controls to reduce the risk of
unauthorized collection. As a preventative measure.| :

—(FSHSHA) —

[N SA}’CBS analysts found that| |e-mail selectors| ' |
b in 2008. In each case, the 'SC]CL[OI‘b
were detasked. Co!lec_tlon occurred m_l bf th_el |1n<;tamcs NSA databases were
purged of the intercept. No report‘; w’t:rc issued. :

4. (U) Command level changes to published dlrectwes or policies concernmg
intelligence or mtelhgence-related actwutles .

{U) Nothing to report.

b) (1)

(b) (3)-P.L. 86-36
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

20



