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EXHIBIT A
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CSC.
«

CORPORATION SERVICE COMPANY®

TMM / ALL
- . T ittal Number: 14655974
Notice of Service of Process o Date Processed: 01/11/2016

Primary Contact: WF West - WF Bank
Corporation Service Company- Wilmington, DELAWARE
2711 Centerville Road
Wilmington, DE 19808

Entity: Wells Fargo Bank, National Association
Entity ID Number 2013649
Entity Served: Wells Fargo Bank, N.A.
Title of Action: Banco Del Austro S.A. vs. Wells Fargo Bank, N.A.
Document(s) Type: Surmmons/Complaint
Nature of Action: ' Confract
Court/Agency: New York County Supreme Court, New York
Case/Reference No: 650075-2016
Jurisdiction Served: California
Date Served on CSC: 01/08/2016
Answer or Appearance Due: 20 Days
Originally Served On: CsC
How Served: Persanal Service
Sender Information; John G. Marfce
3056-760-800
Client Requested Information; Matter Management User Groups: [Service of Process]

Information contained on this transmittal form is for record keeping, notification and forwarding the attached document(s). It does not
constitute a legal opinion. The recipient is respensible for interpreting the documents and taking appropriate action.

To avoid potential delay, please do not send your response to CSC
CSCis SAS70 Type H certified for its Litigation Management System.
2711 Centerville Road Wilmington, DE 19808 (B88) §90-2882 | sop@cscinfa.com
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SUPREME COURT OF THE STATE OF iﬂﬁw ¥ ﬁlm’é

‘COUNTY.OF NEWYORK _ .
- BANGO DEL AUSTRO $A, | *
Plaintiff/Petitioner, .
- agalnst - | -Index N, 85007512016
WELLSFARGOBANK, N.A,
lefenﬂanthebpahdent

o --,--,5

NOTECE GF CDMMENCEMENT BF ACTION
SUBJECT TO MANDATORY ELECTRONIC FILING

PLEASE TAKE NO: TICE thét the matter captioned -above has been commienced as am
electronically fileg-case In the New, Yark State. Courts: Electronic: Filing System (‘NYSCER") as

requited by CPLR § 2111 and Uniform Rulz § 202.5-bb (mandatory elsctronic filing). This not:ce.,

is being served as required by that rule.

NYSCEF is designed for the electronic filing of documents with the County Clerk and the

court and for the electranle sefvice of those documents; court documents, and court notices upon
counsel and. unrepresented litigants-who have consented to electmnic filing.

Eiectromc ﬁlmg nffers sngnlﬁcant benefits for attorneys-and litigants, permitting papers to b
filed with the County Cierk and the cpurt #nd served on other parfies. simply, convenienitly, and
quickly, NYSCEF gase-docun nfs afe filad w tjh,the County Clerk and the court by filing on the
NYSCEF Website; which ta ,dsne atany timé of tHe day or night on any day-of the week. The
documents are served automaticallyonallconsenting e-filers as soon as the document is uploaded
to the website, which sends. out an: |mmedlate emali natificatloﬂ of the flling

The NYSCEF Systern charges no f‘Ees far fllmg. serving, or wewung the- electronlc case

record, hor'does it charge-any fees to print any filed documents, Norimal filing fees must be pald,
but this can be done on-ine.

-Parties represgntad By an- attomey An attomey representing ; a party whu is served: wuth-

this notipé must eithier: 1) immediately retord his o her representation. within the e-filed matter.on
the NYSCEF site; or 2) file the Notice of. QOpt-Out form with the: clerk of the court where this action
is pending Exemiptions frommandatery efiling are Hmited to. attomeYs who certify.in'good faith that
they lack the comiputer hardware and/or scanngr and/orintetnet connection or that they lack {alorig

with all employees subject to their durectipn) the operatmnal knawredge to comply with. e~fllmg, :

requnrements [Seonon 202.5-bb(e )]

* Parties hot’ represénted; by an’ attcmey'" Unrepresented Iltlgants are exempt. from e-
filing. They tan serve and file documents in | paper formand; mustbe servedwith-documents

in paper form ‘However, an unrepresented litigant may. particlpate In e—filing

Fiagena-aaf*iﬁ S L OEFMA1 .
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Farinformation on how to-participate in e<fi lmg. unrépresented litigants. should contact the
appropriate clerk in the court where the action was. filed -or visit www.nycours.goviefile-
unrepresetited, Unrepresehted thgants dlso are encouraged 1o visit www.nycourthelp.gov or
«contact the Help Center in-the court where the action was filed. A -unrepresented-litigant who:
consernts ta e-filing may cease: part:cnpatlon at any time }-{owever the: other parties may contmue
to e-file their court document& 8% the case -

For-additional information about eiectrnmcf Img and: to create a N’YSCEF account. visit the.
NYSCEF website at wwiv.nyoourts. ngfeﬂie or contact the’ NYSCEF Resource Ceniter (phione: 646~
386- 3033; e-miail: ef‘ 1e@nycourts ch)

1111rickell Ave, Suite 2200,

" Slgrfaluce

_ Address
/ JohnG Mérfoé : S Miariil; FL 33431
| Name R
Wasarstein Nunez and. Foudman PL S | 3ﬁ5-?6.0:&00
Firm Name.~ © Phone
- Jam@wnflaw.cotty ,
T ENa
To: WellsFargo Bark, Ni&: clo GSC-LIS
‘2710 Gateviay Osks Di'Sta 150N
Sacranishto CA 95833

~ QI35

Index # 650075/2016 Page'? of 2 EFM-1
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FILED: NEW YORK COUNTY CGLERK 0170772016 04:21 PN INDEX NO. 65007572018
NYSCEF noc. §o, 1 o o RECEIVED NYSUCER{ 01/07/20%6

SUPREME COURT OF THE STATE OF NEW YORK
-COUNTY- OF NEW YORK

_BANCO DEL AUSTRO; S.A. ' | Index No.

Plaintitf(s), |
. Sutmang
~agdinst- :
WELLS FARGQ BANK, N:A

1 Datelndex No. Purchased:

To the above named Defendant(s)

Welts Farga: Bonk, N.A.

/o C8C - Lavwyergincorporating Servics:
27110 Gateway Oahs D Bt 450N
Sacramanto CA: ¢5873)

You are hereby summoned to Anawer the complamt in this action and to serve
g copy-of your answer; or, if the complaint i§ not served with this summons, to serve
a-notice of appearance, on the Plaintiff's attorney within 20 days after the service of
this summons, exclusive of the day of service (or within 30 days after the service is
complete if this surnmonas is not personally delivered to you within the State of New
Yark); and in case.of your failure to appearoranswer, judgment will be, taken against
you by default for the relief demanded in the complaint.

The basis of venueis » fem-sa'wlm clitisg
which 18  found'in Paragiaih 7,9 of Exhibit A tothe Complaint

Dated: 172018

 Attdneys f6r Plaintiff
#1113 Brickell Avorwe, Sifie 2200
:Mlaml FL 53134
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‘COUNTY. OB NEW YORK

BANCODELAUSTRO,6A. inlxt
Plaintiff,
-against-
'WELLS FARGO BANK, N.A,

Defendant.

1. Banco del Ausiro, 5.A. (“BDA"), sues Wells Fargo Bank; N.A. ("WFB",
for breaches of contractual, statutory and icormon law dﬁt:_ies related to
- tm'authd' d-éﬁitsr from BDA's corréspondent \‘a‘ccbnn't rhaintained at-

WEB, and states:

2. Plaintiff BDA is'a fﬁre’ig’_n bank..i.ﬁc’orp.orated and .organized under the
laws of Ecuador.

-8, Deféndant WFB is a national banking association organized and existing
under the laws of the United States, with its head office in San Francisco,
Califoria; and its registered-olfice in Sioux Falls, South Dakota.

4. Putsuant to the agreement between BDA and WFB entitled “Terms - and
Conditions for Global Financial Institutions” (the “Agreement*), the

partxes agreed that any legal proceeding . ageinst WFB may be
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corumericed in the courts of the Borough of Manhattan, New York City,

in the State of New York, Agreement § 7.9,

. This Court thus has personal. jurisd'ictidn'- over WEB because WFB-

consented to be sued in the courts of the Borough of Manhattan, New
Yok City, in: the State of New York pursusnt to paragragh 7.9.of the
Agreement. |

In addition, venue is proper in New York County, New. York, because
WEB conserited to .‘_th‘e forum seélection clause iR paragraph 7.9 of the
Agieement, and BDA desigrates New York City in the State of New
York as the venide in this action.

T Eacrs

Correspondent Account Relatipnship between BDA and WFB.

7,

8

9.

BDA tias.no branches in thie United States.

Accordingly, BDA. needed 4 correspondent bariking relationship with a
United States-based bank to conduct intemaﬁona-l—.banl'dng operations;
including funding overseas payments anid witing transfers requested by

its clients in Beuador:

Ap. a result, BDA and 'WFB comsilenced @ correspondent banking,

rélationship that led to: the establishinent of BDA's correspondent

acetunt with WFB {Hereinafter, thie "‘ébffesp'dnﬂent‘Acéﬂunt"').

10, The correspofident banking relationship swas goviimed in part’by Wells

Fargo Bank, N.A's Terms and Conditions for Global Financial
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Institutions, which was éxecuted in February 2011 (hereinafter; the
“Agreement;” a true.and cotrect copy df whichi is attachied hereto as
Exhibit“A");

11.The “terms. of the Agieement congisted of BDA agreeing to. pay
correspondent banking fees to WFB; and WFB.agreeing to service BDA's
Correspondént Account, perform transactions pioperly, authorized by
BDA, and safegiiard the property of BDA’s Correspondent Account by
complying with various laws of the United States and general US
commercial banking practices, ingluding lmplemantmg a program, for
fraud detéction, and reporting to BDA any tinusual 6r suspicious activity.
impaicting BDA’s Correspondent: Aceount,

12, Indeed, WFB: assured BDA that not only would the relationship bealso
governed by the lawsiof the State of New Yoik; including Article 4A of
thé' Uniferm Comimercial Co&‘e_,— ‘but also.that WEB would comply with
all Laws. of the United States. applicable to it including the USA
PATRIOT' ACT, and gemetal US conimeecial banking practices.
Agreemient 17777 and 7.8.

13, As part and parcel of such-comimitment, WFB acknowledged that WFB's
-compliance with Laws to which it is subject may affect the transactions.

. BDA. :may sconduct with; or through, W:BB and may require that BDA

‘provide or gertify information to WFB about itsélf or any éntity or cless

of entities fransacting payments or ‘other. business: through BDA's
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Corresponderit Account or through BDA'S use of othér sefvices,

14.Oxi July 31, 2014, WFB: furthet boasted to BDA that WFB, through its
financial crimes risk management program (“Global FCRM Program”)
desighed to .ebm'pi-‘y, with :.-t.he' various Jaws of the United ‘States!, had
detective contrels; which included. xdenhfymg unusual aptivity;
autofated transactioh monitoting customer surveillanee; investigating
the unusual activities identified, and determining whether they are
suspiclous; moriitoring -customer activity, and applying predictive
analytics. for ‘eustofmer-centric; cross-chanrel fraud detection; sereening,
Blocking, anid. réjecting transactions approptiately; and reporting these
wriatters (along with other regulatory réporting requirements).

15. Accordingly, WFB assured :BDA that WFB had .security policies and
procedures in place necessary fo detect and deter suspicious or
fraudulent. ﬂdmty and. to report them to BDA (along with other
regulatory reperﬁngrequ-iréméﬁta),,.whicﬁ reporting would alert BDA of
such ariomalous dctvity; and allow BDA to prevenit the fraud.

16, Based on WFB's assurances, BDA reasonably expected to: be alerted by

WEB if WFB observed .or should have observed aniy-suspicious activity,

T WFB sPec:fica]Iy represented that, through its Global FCRM Program, it
managed financial crimes risks assoclated with Bank Secrecy Act (“BSA"),
Anti-Money Laundering (“A M’L”), External Eraud, and other laws.
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which had the. potenhal to: mateially impack BDA‘ s Cofresporidenit
Account
| 17 Indeed, consistent: with general US comerciaibankpramces like the.
ores represented by WEB, BDA sessorably expected to b alered by
WEB if the Corespondent Accousit éxperiericed ‘any unuisual ackivity,
-and. o ave WEB block any anbmaléts activity..
18. Pursuan to the terms of the Agreément, BDA would gerierate the wiré
transfers using the Socigty for Worldwide Interbank = Finanicial
Telecommunications (“SWIFT*), network, which imust be-accessed. from

-within BDA's comiputér system.

19/ The Agréement turthéz provided that for SWIFT fiessages, the SWIFT
. Authentiestion procedigres. witlh the- SWIFT' User Handbook would be
tised s thie Security, Procedure to veriffr that BDA-was the originator ofa.
' paymient order, Agreerient 131,

f*faﬂiiﬂfi"i:'?v?tr-:alth@ﬁg‘h'Lthe,—%SiWWlﬁuthenﬁcaﬂvﬂz procedure would be used

to. verity whether BDA was the originator of .a  payihent -order,
:(Agreanent 4 34); it could nof be used to- verif

.Wheﬂwr--wpiﬂiaus
activity originating from BOA’s SWIFT terminal veas Sratdulent (due-to
‘third-patty hacking, as happened in this-tase) or i Fict authorized by

“BDA (as both wotlld show-as."originating” from BDA).
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-

21.BDA ressonably expected that, based on WEB's own material

representations, such fraud detectior; would be done by WFB using its

detective controls pursuant to WFB's Global FCRM Program:

Suspicjous Activity in the Account (the Unawthorized Transfers)

22,06 Janitary 21, 2015, BDA teporfed to WFB that unauthorized debits

from the Cotrespondent Account were thade by WEB, and that those

unauthorized debits were determined to be fraudulenttransactions.

23. As a result of the fraudulent transactions, on January 21, 2015, BDA

issued fraud alerts through SWIFT to WFB for the unauthorized transfers

which are detailed below. (collectively, they shall hereinafter be referred

to as the “Unsuthorized Transfers”):

Date

Time

Sender

Amount (U%) -

| Beneficiary

Beneficiary’s
Bank

Gity

[T 171272015

7:24
pm

| 'Bree:',e:

[s58625638

| Mester

"Tiading
Corp.

Hong
Kong

[Z 171373085

702
pm

“Femar

T

Regal

Progper
 Trading
Limited

]:‘G-Ilg '

3. 11372005

| dec,S.A,

$1,236,578.45

I Regal

| Trading

Limited

| Kong.

3 [1/13/2015

pm

516

Econotra

| B8
[ Bcuador

| $663,297.31

| Regal
| Prosper
| Trading

| Limited

Fong |
Kong




Case 1:16-cv-00628-LAK Document 1-1 Filed 01/28/16 Page 12 of 60

i

171372015 |
{ pmi

Ecoriotra
Beuador

$9635.2

Nectall
Martiriez

- Chase
Hernandes. |

New -

| York

1171472015

1201

Audislec

$1,485,23089

TRegal

| Trading
| Lirhited

Fong |
| Kong

(171472015 |

1151
Py

' $13’7524ﬂ7-3

“[Regal
| Prosper

Trad-ihg;

| Limited

“Hong
-Kong

278';

171472015 |

7;:06'
“pm

Aﬁdiolec

$1,486,230.22

Jose

| Mariario
| Castillo

Wells Fatgo

TA.

T1/16/2015]

625

Cosmica

1$1,086,780.56

Fratell |
Inyestment |

3 Limited

| Mashrebard|

Dubat |

|10

117202005

73

Indisiz

§298,228.15

Ne
1 Beneficiary |
{Identified

 Kong,

11

1/30/2015

"*If‘l:#!;ﬁ' T
[om |

Raslogec

[$9573118

TJGM  Asia |
: Telecomt:

| Bank

Hang Seng

|
[l

Kong,

12.

72173005,
e

756

T Adstoline |

$1,968230.25

Tiushun

— HSBC
| Group Co. |

: 'Hchg

ErTenT

| TOTAL:

24, True and correct copies of the Unauthorized Transfers are attached as

Exhibit “B” hereto:

25, A routine manual and/or automited comparison of éach of the

Unauthorized Transfers to the rormal. activity in the Correspondent
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Adcontntbwobld Bave flagged éach of them as dnitisual or unexpected,
and thusindicative:of fraud.

2. Indesd, some or -all of the Unauthorized Transfers. exhibited the
fol]omng uﬁqﬁ-‘!al.l ‘or anamalous cha racteristios;

a. Unnsual times of -day for the!SWIFTs (given that. a1l were outside

‘nowal operating hours of BDA's SWIFT);

b, Unisuial amourits;

e Unusual-beneficiaries-in unusual geographic locations (ten ot of
the twelve transfers were 1 beneficiaries located in Hong Kong
arid Dubai);

. Uniisudl frequency of transfer (twelve i nine days, with the
second, third and fourth transfers being to the same entity in
Hong Kong withiri the span of a mere-two days for substantial

sums of money); and

e The same beneficiary réceiving funds-fromn multiple otiginitcrs.

(eig. Regal Prosper Trading Liriited seceiving funds from three:

differentcustomera of BDA)

27 T sdsh, the Uniauthorized Translers Were tade in untsual times of the

day, in unpsual amounts; to unusual beneficiariés in dnusual geogrephic.

Tocations (fen of twelve, including the. first; foiss), and in-an unusual

frequencies. For example, three of the first fouy-wires, in the ainounts of

$142438.06, $1,23657845 and 366329731, were created. outside the
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normal operating business hours of BDA and its SWIFT systemn, were in.

high amounts, sent to-the mg:eriﬁty«(”ikggalclimgpm Hadiﬂ_g Limited”)

in an unusual geographic location (Hong-Kong), within the span of only

two-ddys (Januaty 12 and 13, 2015), from three different. customers: of

BDA.
28.1n addition, although the twelfth Unauthorized Transfer for
$1,968,230.25 was made after buginegs hours at 7.56 pm on January 21,
2015, WFB- processed the Unauthorized Transfer despite BDA’s alerting
WFB of the fraudulent nature of the transaction a meve: three hours after

the Unauthorized Transfer’s SWIFT message was sent.

29, Diespite ‘the nirnéréus anomilies In the Unauthorized Transfers, WFB

‘inexplicably failed to block them and/or alert BDA of the suspicious

- actlvity,

30. Had WFB, at a rninimurm, notified BDA «of the suspiclous activity, the

loss- wioiild have been avoided, inasmuch a5 BDA would have notified

WFB inresponsé that the suspicious activity was-in fact frandulent,

31, Indeed, on January. 21, 2015, after conducting a regular audit of the

Cortrespondent Account, BDA discovered the Unauthorized Trarwfers..

BDA discovered that for edch Unatthorized Transfer, an unauthorized

user remotely accessed BDA™s computer system after Hours, logged onto

the SWIFT network purporting to be BDA, and redirected transactions to

new beneficiaries with significant dollar Amounts.
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32, Upon-discovery of the fraud, BDA promptly informed its correspondent
banks, including WFE; that received unauthorized trangférs about the
fraudulent nature of the trazj.ﬂactibns a;;d :séugh% to have the transactions
‘cancélled énd jts funds returned,

33.0n January 27, 2015, Citibank refunded the:sum. of US$1,845,286.86. to
BDA 25 a result of the fraud alert issued: by BDA as. to an unduthorized
transfer to its cotresponident accourit maintdinéd at Citibanik for the same
Vamm,int-,

34. On February 18, 2015, WFB made a partial refund of the Unauthorized
Transfér 1 the amount of US$1:486,230.22 by refunding the sum of
US$958,70027 to BDA as a result of the fraud alert issued by BDA.
Inexplicably; WFB only made a partial refund despite the Unauthorizéd
Transfer being traced to-one of its custoriers

35/ By letter dated. April 7, 2015, BDA reiterated its demand to WFB for the
immediate refund of the Unauthorized Transfers to BDA's
Correspoiiderit Account. A true and cofrect copy of thie letter is attached
‘heretoas Exhibit“C.”

.36, BDA alsofnitiated proceedings in Hong Kong against-various recipients

of the Unauthorized Transfers in an effort o recover funds from the

2 ngegously, ingtead of refundmg all of the Unauthorized Transfers, a5 the law.
requires, WFBnotified BDA on February 20, 2015, that it had. *agcertained thit
[the] relationship with. Banco-del Avstro (’BBA’ ‘youl', and "yout’) no loriger

10-
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Unauthorized Transfets. The claims are for unlawful receipt and
retention .of funds, unjust.enrichment and- restitution, nfunctive relief,
andan accouniting telated to the Unauthorized Transfers;

37. All coriditions precédent fo this attion have occurred, been. waived, op-
excused; or WFB is estopped from assértifig the existence of any. or all

88. Plaintiff ﬁDA- incorporates by reference. paragraphs 1.to 37 as if Fully set
forth herein. |

39. Under the terms. of l'hel Agreement, in rehirmn for payment of
correspondent banlﬁng"feea; W’FB agreed taverify the authenticity of
SWIFT payment orders pursuant fo the SWIFT Authentication
procedures in accordance with the SWIFT User Handbook, and to act, s
o the payment orders; in compliarice with, -a'rlf::ﬁpplie;aﬁl:e laws-and.
general US commencial bank practices, Agréement{Y 3.1 and7.7:

40; Pursuant to general banking practices, commercial banks in the United
States implement and follow “know your custorner” and fraud detection
policies.and procedures designed fo-detect and deter suspicious activity
"iri't‘he accounts, and to report such anomilies to, among othess, its

customers.

misets [ifs] biisiness profile requirerrients.” Asa reslt, WFB closed the

o’ 1.
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R R

41, Consistent with industry practice;, WFB trumpeted to BDA ‘that. it
implemenited and followed its Global FCRM Prograin .as 4 fraiid
detection mechanism.

42, Accoiding: to WFB's assurarices, its Global BCRM: Prograni's Second
Pillat contained internal -controls divided in. “preventive” and
“detective.”

43. Among the “detective” internal controls; WFB boasted to BDA that it

included the ability to identify unusual activity in the account, apply

predictive analytics: forcustomercentnc, cross-charine! fraud detection,

screen, block and reject suspicious transactions, and report these matters -

(aloing with other tegulatoty feporting requireinents).

44. WFB materially breached its.contractual dutiesby failing to detect, block
‘anid-report the Unauthorized Transfers,

45, As a direct and proximate result of WFB's miaterial breaches of contract;
BDA haé;suf.fér_»ea damages.

46. Plaintiff BDA ,ineor;pomte‘seby--referme;para_gfrsgphs.1 to 37 as if fully st

forth-heréin.,

47.5ection 4-AJ04(1) of the Uniform Comumercial Code ‘provides dn.

pertinent part that;

‘Céﬁr?espoﬁdéﬁt':ﬁém#t- |
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o~

Ua recemng bank accepts a payment order issued in
‘the .name of its. customer as sender which jg.... not.
-4uthorized and not effective as the order of the
customer under Section 4-A<202, ...the bank shall
refund dny: payment of the payment order recewed.
from ‘the ‘customer to the extent the bank 6. nit
entitled to enforee payment and shall’ pay interest on
the refundable amount calculated from the date the
‘barik received payrrient to-the daté of the refand,

48. BDA did not authorize the Unauthorized Transfers,

49. BDA is not otherwise bound: to the Unauthorized Transfers by the law of

agercy, as the Unauthorized Transfers were transmitted electronically
via SWI'FT

50. Thus, the Unauthor:zed 'Ifransfers are not e.nforceable pursuant to
Section 4-A-202(1) of the Uniform Commacial Cede

51. The: ;I.Inauthon_z,gd T_r,anafer,s: :areﬁ-‘_q_l;so not -'enfe:ceabl,e pursuant to Section

4-A-20%2) of the Uniform Commercial Code because WFB failed to

acgept the Unauthorized Transfers in good faith 4nd in.compliance with

the:sectirity procedure agreed-upon in meAgreement

correspondent banking fees, WFB ast‘.&;‘d to verify ‘the 'fn,ﬂiliﬁntiéity of

'SWIFT payment. orders -pursuant to the SWIFE . Authéntication

pmégdﬂ:e@ in 'aécorciancgw,ith* the SWIFT -t-lser Handbook,

53. The Agréement further protected BDA against the risk-of winauthorized:

paymient orders by requiring that WEB act, s o the paymient orders, in

i3
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compliance with.all a_?pliqaib!e laws and- general US commercial bank
practices. Agréement §{3.1and 77,

54, Thus; WEB not only had to comply with the SWIFT Authentication
. :P;e_ceduir'é,s,hut. also with all a?plieéble laws and general US commercial
“bank practices, including dny fraud detedtion policies and. procedures

adopted by it-and represented to BDA,

55, Pursuant to-general banking practices and. in cottipliance with USI'law,
commercial banks in. the United States“implement and follow “kriow
“your -—¢ﬁ$fuﬁiér“':aﬁd' fraud detection policies and procedires designed to

detect and deter suspicious activity in the.acoounts, and to repott such
anorhaliés to, among others, iis customers. )

56. Consistent with industry practice and to comply ‘with US laws, WFB.
thumpeted to BDA: that it implemented and followed its Global FCRM
"Prograrias afraud detection mechianism,

57. Aceording -to WEFB's assurances; its Global FCRM Program’s Sécorid
Pillar- coritained internal controls divided in “preventive” and
“detectivel”

8. Among the "detective” internal -controls; WEB: boasted to BDA ithat it
inchided the ability to-identify unusiial activity in the account, apply

‘predictive analytics for customet-centric, croge-channel fraud detection,

T4
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séreen; block and reject suspicious transactions,.and report these matters
(along with other-regulatory reporting requirerfierits)®
59, WFB failed to detect, block and regont the Unauthotized Trarisfers undet

itsGlobal FCRMProsram

‘the hrmtatwnsinplacedesi  Eir rprofectBDA

61.1In ‘addition, WEB failed. to accept the Unauthorized Transfers in good
{aith becaiige it failed tb-;gbsiéme.;;iféasénabi'e.gbmm&c{ial.;ﬂﬁﬂdards::dfi'fhif
dealing,

62. Specifically; WEE failed to comply with its own fraud detection. policies
and procedures; which it trumpeted to BDA. It falled-to detect, block
and report to BDA the Unauthotizéd Transfers, despite their various
unuisual prianomalous characteristics:.

63, In view of ‘the vatious anomalies and-uritsual activity relatéd, to: the

Unauthorized Transfers, WFB's failure to diefect, block ‘and report to
BDA the Unauthorized Transfers demonstrates a lack of good faith.

64. Asa result, section 4-A-204(1) of thé Uniforin Comimereial Codé requires
that WEB" sefund the Uriauthorized Transfers (mirius any amounts

. already-refinded), plus interest.

¥ Thus, WFB beasbed that 115 Global FCRM Program Was “customet-centric.” In
effect, WFB- represented that its Global F&M Pregram ‘WakC ustormzed to heet
the c:ircumstﬂnces of the pamaular customer;, incl dmg its size;. type and-
frequency’ of - payment orders {i.e., normal-account activity);

15
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85: To date, WFB has failed to comply w:thsectmn 4—A204(1)by refusing to
refund the Unauthorized Trarisfefé (minué the amount already
refunded) o BDA,

66; As a direct and préx@atef:eauit of WFB'é breachés of its statutory daty,

BDA hassufferéd damages.

67. Plaintiff BDA incorporates by reference paragraphs 1 to 10,14 to 18, and
‘21 to 37 & I fully set-forth herein.

68. BDA was entitledl to the protections afforded by. law to customets of
firianicial institutions,

69. Under the law, WFB owed BDA a duty of care independent of the
Ag;reement |

70.WFB had- an independent duty of care in providing. correspondent
banking setvices. fo BDA in a manner consistent with reasonable
industry standards, including the iniplementation and. proper execution
of adequate “know your customer” and fraud detection policies and
procedures, as trumpeted by WFB. |

71: Consistent with reasonable: industry: standards, WFB's duty -of care
required that it implement and follow “know-your customer” and fraud
detertion policies and procedures designed to-monitor: for suspicious.

activity in the Correspondent Account, screen, block, and rejsct

16
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anomalous tansactions in the: Correspondent Account; and report those
‘anomafous transactions in a timely manner to BDA.

72, Under thé clfturiistarices, WEB violated its dutyr of cate by niegligenitly
honorihg the Unauthorized Transfers, and thereby negligently failing to
properly: monitor the Correspondent : Account for suspicious- activity,
failing t6 screen, block and feject the Unauthorized Transfers, and/or
failing to repott the Unauthorized Transfers in a timely manner to BDA,

73, Bach Unauthorized Transfer should have triggered an alert at WFB
pursuant:to proper “know your customer” and fraud detection policies: |
and procedures in place. WFB should have recognized and blocked the

" Unauthotized ‘Transfers as suspicious andl snomalous, ‘given the
expectéd and actual activity in the Corresponderit Account. |

74. This recognitioni ‘should have then triggered a reporting, process that

woulhave notified BDA of the Unauthqnzed Transfers,

75.Such a simple reporting process would have revealed the schéme by
f@.tsidexs and averted the logses résulting from the Unatithorizedd
Trarsfers, as BDA would have verified that any of the. transactions at
issue was unauthiorized,

76. As a direct. and proximate result of WFB's nEgligemze, BDA suffered.
damages.

WHEREFORE; the Plaintiff respectfully demands fudgment aginst the

Defendant on the First, Sécond, and Third Causes of Action for compensatory

17
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damages; plus costs, interést, and attotney’s fees, together with all other arid:
Further such elief that the Courtmay deem just énd necessary,

Dated: Jannary 7, 2016

Attorrieys for Plaintiff
1131 Brickell Ave,, Siiite 2200
Miami, Florida 33131
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